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HOLLAND:
Up first, we explore the topic of data security and what happens when companies let down their guard.  Our first guest is Robert Sommers, Chairman and Co-CEO of Symark Software, a leading security software company for UNIX and Linux operating systems, whose customers include many Global 2000 Corporations, government, and university data centers.  Bob, welcome to the program.

SOMMERS:
Thank you very much, Marc.

HOLLAND:
So can we begin with a security state of the union?  How secure is the internal data of corporate America? 

SOMMERS:
The security state of the nation is good for protecting against outside intrusion, but not nearly as good for protecting against inside threats.  Companies have done a reasonable job of protecting their data from the outside and into their networks.  In response to hackers, companies have installed firewall software between the Internet and their networks.  However, the greater risk comes from the inside. 

HOLLAND:
Why is that?

SOMMERS:
Well, once somebody is inside the company’s network, he or she has full access to all the applications and data available on that network.  Companies have done a poor job protecting against this inside threat.  They rely on passwords to protect against unauthorized access.  But companies typically have weak password management.  They allow people to pick their own passwords, a birthdate or a child’s name, for example.  These are easy for inside hackers to break and companies often have little history of who accessed what computer and when.

HOLLAND:
What risks and consequences do companies face that don’t adequately protect their corporate data against this type of security breach?

SOMMERS:
Well, we are an information driven society and as we know, data is the lifeblood of most companies.  If that data is stolen or destroyed, it will cost a company a significant amount of money at a minimum, and could even put the company out of business.  Studies have shown that on average, intrusion from the outside hacker costs the company about $60,000, while intrusion from an internal hacker costs the company on average of about $2 Million.  And companies must protect themselves, of course, against both types of hacker threats because the consequences are significant, either from the outside or from the inside.

HOLLAND:
Why aren’t we hearing more about this?

SOMMERS:
About the inside threats?  We’ve been asked that a lot of times.  For some reason, companies have latched onto this concept of the firewall because of the Internet and everybody has access to the Internet.  And when somebody has a hacker and they hear about them hacking in, it makes a lot of publicity and everybody can identify with that.  But when you go into these large corporations, the internal people are a great threat.  As are consultants.  Sometimes you’ll have somebody, not even an employee, who’s just there for a short time doing a consulting assignment, who is given access to all those networks, and because it’s from a large company and the general public doesn’t have quite the exposure to it as they do through the Internet, because everybody’s aware of the Internet, it doesn’t get the publicity.  But the real greater threat is really from the inside, more so than the outside, although the outside threat gets most of the publicity.

HOLLAND:
Two of the biggest problems that companies face in tackling any IT move, and I guess particularly in your space, too, in the internal data security area, is cost and speed of deployment.  Can we discuss how Symark addresses these issues?

SOMMERS:  
Yes.  Symark has products that protect a company from this inside threat that we’ve been discussing, and they provide strong password management to control who can log into the network and once that user is logged in, allowing that user to access only data and applications that he or she is authorized to see or to use.  Password management and access control are two critical security functions protecting a company’s data.  Rapid and successful implementation of security software is vital.  And this is where Symark products get very high marks from our customers.  We provide thorough onsite training classes, rapid deployment assistance, 24 hour by 7-day support.  We also maintain a library of hundreds of security policy templates to help speed the successful implementation of our products.

HOLLAND:
That’s where the experience comes in.

SOMMERS:
And also we get these from our customers.  Our customers will implement security a certain way and that allows us then to not exactly copy what they have done, but take that concept that we can then help other customers and everybody benefits from the experience of say the thousands of customers that we do have.

HOLLAND:
I think this is what they mean when they say that this type of security isn’t a product as much as it is a process.

SOMMERS:
We sell a product, but the support is extremely important to us.  We take the attitude that our job is not done until that customer is completely trained, until our products have been successfully installed.  And until that time, this is an unfinished project.  We take it very seriously because the security risks that we’re protecting against are real and very important.

HOLLAND:
Symark solutions, including the Symark Power Broker and Symark Power Password, I know, are considered best of breed versus what some consider broad product suites.  Can we discuss the difference?

SOMMERS:
Symark Software has focused our resources into making password management and access control products, Power Password and Power Broker, the best in what they do.  They are rich, full function products that are constantly being improved through Symark’s ongoing product development processes.  We have consciously chosen product depth over product breadth.  Further, our employees are not only expert in our products, but they are also expert in a specific security problem areas that our products solve.  So when one of our technical staff is talking to a customer, for example, issues are understood and problems are resolved very quickly.  It’s not uncommon for companies to spend literally years trying to install and to implement broad product, suite products with little success.  And we’ve displaced those products all the time because while these companies are spending considerable time, and sometimes millions of dollars, literally, on broad product suite solutions, during that period of time, their most urgent security risks are still unresolved, so they not only are spending the money and the time, but their security problems still exist.  So that’s why we think most companies prefer our focused, best of breed security software solutions.  Because they want to resolve their urgent internal security problems quickly and cost effectively.

HOLLAND:
And speaking of cost effectively, I mean everybody today is looking for ROI – it’s one of the biggest terms being used.  How traditionally have Symark’s clients gone about the task of measuring the return on investment that they made to the Symark solution?

SOMMERS:
Well, from the numbers I gave earlier of the cost of hacker – either from the inside, that $2 Million number, one violation will justify our products, obviously.  But companies typically look and gauge the return on investment of Power Broker and Power Password by how successful these products have actually performed in their installation.  The typical large company has thousands of computers that need to be secured from these inside hackers.  Yet, the typical Symark customer usually buys just a small subset of that number on their initial order.  Those initial product licenses become a pilot implementation to determine how well the products solve the customer’s security needs and how easy they are to install and to use.  And when the customer experiences how effective the products are, how quickly they can be implemented, and how comprehensive is their support, the decision to purchase additional licenses is easy to justify.  As I mentioned earlier, the internal security breaches can have significant negative financial consequences and determining an ROI for software products is often a straightforward comparison of the cost of the products to the potential savings from eliminating internal threats to the company’s networks.

HOLLAND:
Thanks, Bob.

SOMMERS:
You’re welcome.  Thank you very much.

HOLLAND:
We’ve been speaking with Robert Sommers, Chairman and Co-CEO from Symark Software. 
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